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1	Decision/action requested
 The contribution ask questions for the way forward against attack using authentication.
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3	Discussion
3.1 Linkability attack and its extension
Attacker can replay captured <RAND, AUTN> that has been successfully authenticated to trace the UE who previously authenticates the captured <RAND, AUTN> successfully, which has been demonstrated in [1] and [2]. This attack has been identified as linkability attack, which is based on different UE responses different error message (MAC failure, Sync failure) to the network in case of authentication failure.
With a deeper thinking inspired by the linkability attack, an attacker has a lot of ways to trace a UE based on the authentication. Following figure shows some possible extension for tracing a UE:


If a solution makes an attacker not able to distinguish MAC failure, Sync failure, and Authentication Success, then all the authentication response shall be Authentication Success, and the network shall use a special way to distinguish different cases without the attacker known. Even if the system deployed the solution, the attacker can still trace the UE based on whether a NAS SMC is triggered by the network or not.
Even if a solution also force the network and the UE to perform NAS SMC no matter whether the authentication succeeds or not, the attacker can still trace the UE by registration response (Accept, Reject). 
Observation 1: Linkability attack can be extended to trace UE based on different UE has different interaction with the network triggered by authentication.
If the solution of forcing NAS SMC is deployed, consider that Registration Request includes encrypted complete initial NAS message, the attacker can send Identity Request to UEs and trace the UE by finding out whose NAS Security Mode Complete is longer than others, or by comparing the length of the complete initial NAS message in the NAS Security Mode Complete with that in the Registraion Request. If the solution also solves the length issue, the solution may expose the complete initial NAS message if the attacker change the cipher algorithm in the NAS Security Mode Command to null.
Even if a solution sovles all the above issues, the network may send some information related to subscription to the UE after authentication success. The attacker still can use some analysis method to trace the UE by the length of DL NAS message as the other UEs, whose authentication fails, does not have those information needed to be sent.
Observation 2: It is very hard to make lots of NAS message undistinguishable, and solve one issue may bring other issues.
Observation 3: It’s better to solve the trace with authentication issue by deploying an anti-false base station solution, e.g. ZTE’s solution based on symmetric algorithm [3].

3.2 SQNms exposure
Due to lack of key stream freshness when protecting SQNms in AUTS, the paper [4] demonstrates how to exploit SQNms by repeatedly challenging the UE with an old <RAND, AUTN> so that the UE sends a re-synchronisation response (AUTS).
This kind of attack needs continuously monitoring the authentication radio signalling between the traced UE and the network, and triggering the authentication with the replayed <RAND, AUTN> to the traced UE right after the 2^n times of successful authentication, where n = 1, 2, …, 40, … m and m <= 48.
Observation 4: SQNms exposure is a very difficult attack and has less gain. While Linkability issue is more sever than SQNms exposure.
Observation 5: Solution that breaks any of the two conditions can solve the SQNms exposure issue: a). repeatedly challenge the UE with same <RAND, AUTN>, and, b). no freshness on calculating key stream for protecting SQNms.
Now we have three solutions in hand: ZTE’s [5] makes RAND include time information of HE, so that UE is able to discard the old <RAND, AUTN>, which has impact on ME and HE; ZTE’s [6] and Qualcomm’s [7] make the keystream for concealing the SQNms fresh for different SQNms. ZTE’s [6] uses Kausf to additionally encrypt the AUTS, which has impact on ME and AUSF, while Qualcomm’s [7] re-designs AK imputs to include MAC-S of AUTS, which has impact on USIM and HE.
This attack has some connection with linkability issue, as the attacker needs to know which response sent by whom includes AUTS. In 4G, the attacker can trace the UE by sending an Identity Request, and then the message carrying the AUTS can be found out. In 5G, if a solution solves the linkability issue, the attacker cannot findout the AUTS related to a specific user.
Observation 6: In 4G, solution for linkability issue cannot solve SQNms exposure issue, while in 5G, it can.
4	Conclusion
Observation 1: Linkability attack can be extended to trace UE based on different UE has different interaction with the network triggered by authentication.
Observation 2: It is very hard to make lots of NAS message undistinguishable, and solve one issue may bring other issues.
Observation 3: It’s better to solve the trace with authentication issue by deploying an anti-false base station solution, e.g. ZTE’s solution based on symmetric algorithm [3].
Observation 4: SQNms exposure is a very difficult attack and has less gain. While Linkability issue is more sever than SQNms exposure.
Observation 5: Solution that breaks any of the two conditions can solve the SQNms exposure issue: a). repeatedly challenge the UE with same <RAND, AUTN>, and, b). no freshness on calculating key stream for protecting SQNms.
Observation 6: In 4G, solution for linkability issue cannot solve SQNms exposure issue, while in 5G, it can.

Conclusion needs to be make on following quests to find a way forward for solving the issues caused by authentication.
1. Trace with authentication needs to be solved partially or totally?
Prefer totally (solution of anti-false base station can be treat as a total solution for this issue)

2. Trace with authentication needs to be solved in R16 or not?
Prefer no (S3-190xxx related to the “no” answer)
a. If yes, solve this issue for 4G or 5G or both?
Prefer 5G (trace can be easily don in 4G)
b. If yes, create a new SID or adds a KI in FS_AUTH-ENH SID?
Prefer new SID

3. SQNms exposure needs to be solved or not?
Prefer no (anti-false base station can also solve this issue)
a. If yes, solve this issue for 4G or 5G or both?
Prefer 5G
b. If yes, SQNms exposure needs to be solved in R15 or R16?
Prefer R15
i). If in R15, which solution is preferred?
Prefer ZTE’s [5] or [6] (only impact on ME instead of USIM).
ii). If in R16, endorse a solution or record all solutions in FS_AUTH-ENH SID?
Prefer endorse ZTE’s [5] or [6] (only impact on ME instead of USIM).
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